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Accelerate NextGen
Overview

Desafio

O Accelerate NextGen envolve estudantes do ensino superior e do
ensino técnico-profissional no desenvolvimento de solucdes para os
desafios reais da transformacao digital sustentavel, nas areas das
infraestruturas energéticas e da industria.

Objetivos

Organizados em equipas, os participantes concebem projetos
técnicos aplicados a contextos reais, utilizando ferramentas e
software Siemens usados no mercado e trabalhando com cenarios
de consumo, digitalizacao, eficiéncia e otimizagcédo energética.

>

|
SIEMENS



Accelerate NextGen
Overview

2

alunos

Por equipa

Finalistas de curso técnico-profissional, licenciatura e
mestrado

12

seémanas

Um percurso acompanhado

Apoio de profissionais da Siemens e mentores
durante todo o desafio.

8

webinares

Com especialistas do setor

Conhecimento nas feramentas Siemens e apoio ao
longo de toda a jomada.

1
pitch

Top 10 teams vao apresentar o projeto final perante
um painel de juris.

SIEMENS



Accelerate NextGen
Desafio

e

Industria

Vertente Infraestrutura

Desafio

RO
3,3.1}?

O desafio consiste no desenvolvimento de solugdes inovadoras
focadas na modernizagao e digitalizagao sustentdvel de solucdes
industriais.

Este desafio estd estruturado em 4 categorias
tematicas: Ciberseguranca, Automacao, Aplicacdes Low-Code e
Simulagao Energética e Eficiéncia Operacional.

O desafio consiste em criar um projeto de uma infraestrutura de
energia elétrica, utilizando todos os recursos das ferramentas de
dimensionamento da Siemens, que te serao disponibilizadas para esse
fim.

Este desafio tera trés fases distintas e cada fase contard com um
webinar que ira permitir aos participantes familiarizarem-se com as
ferramentas a utilizar nessa etapa e esclarecer quaisquer duvidas
relativas ao Desafio.

Ferramentas
¢
cli

SINEC Security
Node-RED
Siemens Solid Edge
Simcenter FLOEFD

SIMARIS Project 25
Blueplanet PV-designer
SIMARIS Design 25
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Accelerate NextGen

Vertente IndUstria

Categorias

Automacgao
Sustentavel

Aplicagoes
Low-Code

AnaliSé Termica

\maa

Desafio

Os jovens engenheiros irdo conceber e
demonstrar uma solugdo integrada de
ciberseguranga, incluindo monitorizagao,
gestdo de ativos, detecdo de vulnerabilidades
e resposta a riscos.

Os alunos devem desenvolver solugdes
inovadoras e sustentaveis, otimizar as
operagoes criticas, aplicando conhecimentos
em automagao, lloT e sustentabilidade.

Os participantes concebem aplicagdes
low-code para otimizar operagdo, gestdo e
eficiéncia, transformando dados complexos

em solugdes simples e acionaveis.

Os concorrentes concebem e otimizam
quadros elétricos para datacenters, criando
gémeos digitais para simular comportamento
térmico, fluxos de ar e propor solugdes
inovadoras e sustentaveis.

Tecnologias Critérios
T
SINEC Security Grau de inovacao
Workshop 9 de Marco Originalidade e criatividade da solucao
Sustentabilidade
Impacto Ambiental
Node-RED

Utilizagcdao de Tecnologias
Correcdo e eficdcia na integracdo das
tecnologias Siemens

Workshop 5 de Marco

Replicabilidade

Mendix Potencial de implementagdo em
Workshop 24 de Fevereiro diferentes contextos

Grau de Dificuldade
Complexidade técnica

Solid Edge & FIoED Qualidade e Preparacao
Workshop 26 de Fevereiro Clareza, organizagao e documentacgao do
projeto

More information here https.//siemens.invitario.com/pt/accelerate-nextgen/reqgistration S I E M E N S
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https://siemens.invitario.com/pt/accelerate-nextgen/registration
https://siemens.invitario.com/pt/accelerate-nextgen/registration

Accelerate NextGen

Webinar IndUstria

Speaker

Antonio Castro

e Specialist Engineer
e Industrial Connectivity
and Cybersecurity
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Today everything is connected and therefore at

Cyber-risk. Companies mostly secure the IT. ~~ ©

But how secure is your OT? "

Can you evaluate the threats and protect your
assets accordingly?

Page 9 Unrestricted | Cybersecurity Portugal 2026 | © Siemens 2026




Industrial Networks have critical requirements

Enterprise Network

Industrial Network

Data Center IT | OT L | Industrial ! VES Industnial
Remote |i“ DMz SCADA Datacenter
I | Access - .”.ﬂ“és
: | || |
Core I Industrial
Layer a . ) Backbone
E@---.:.: s EEEE]| £ lj Layer
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Distribution Aggregation
Layer 1g o Layer
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Nl L0 Nl
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! Cell
i Layer
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High Availability

Robustness

Flexibility

Determinism

Industrial Security

Functional Safety

Mobile Applications

SIEMENS



OT is often not properly secured making
the cybersecurity concept insufficient

) (&)

Unsecured

Secure only the |T interface to the OT

Page 11 Unrestricted | Cybersecurity Portugal | © Siemens 2025

Unsecured
OT environment

Different security
requirement for OT

Usage of legacy
component

Incompatible IT
measures to OT

IT/OT
connection

SIEMENS



Ao

What you need is...

... a multi layered cybersecurity
concept based on the defense in
depth principle, which provides an
effective protection

Page 12 Unrestricted | Cybersecurity Portugal | © Siemens 2025
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Keeping products secure through whole product life cycle is essential
From ex works till vulnerability patching with Siemens’ solutions

@ ﬁ Vulnerability P
- Management ‘

Product CERT
T \ s .L_"
System — Signed = «— R&D —»
Test ¥ Firmware ng)
Cybersecurity
Policies
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Frameworks, Standards and Maturity models can help you
to implement Cybersecurity in your operations

Frameworks Standards

Gauge current technical state What tO dO
‘ and maturity level
Plan for future needs and hOW tO
I |[dentify gaps in workforce skills dO |t?

Tools needed

EC NS, @ IS0

Page 14 Unrestricted | Cybersecurity Portugal | © Siemens 2025
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Only a multi-layered Defense in Depth concept protects in every aspect

Plant security

* Physical access protection
» Security Policies
* Security monitoring

.4
[

\

Security threat:
demand actiol

/
d

Always active

Network security
> 4 * Cell protection, perimeter
— network, and trusted zones
* Firewalls and VPN

 Zero trust

/ System integrity
/ »~_ A\ - System hardening
J L « Patch management

» Authentication and
UStrig) Cybersecufity ser access protection

Page 15 Unrestricted | Cybersecurity Portugal | © Siemens 2025 SI E M E N S



Cybersecurity step by step

Engineering/Implementation/

Phase 2:

Phases : ppase 1: Assess/Design Maintenance Phase 3: Operation Phase 4: Optimization
: Where do | stand? How can | protect my critical assets? How do | know
. Where do | wantto go? How do | secure my overall environment? if my security controls are working?
Strategy, Network Access Remote Security Logging ICS Sensors &
Policies & Segmentation Control Access & Monitoring Real Time Threat
Govemance (ﬁ Detection
= N [~ =
D—0— (@ —®—©
Cybersecurity Asset Security Investigation &
Assessment Management Patching Hunting
. ™
) ® (&) @ S (=)
=g '\\_/ &/ ardening 'u
Vulnerability Risk & N Threat Mitigation &
Assessment Vulnerability >\ Response
Management
Malware
Protection

@ Identify Protect @ Detect © Defense Recover @ Training, Simulations and Awareness

Page 16 Unrestricted | Cybersecurity Portugal | © Siemens 2025
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Data Backup
& Restore

Business
Continuity Plan

Disaster
Recovery Plan

SIEMENS



Siemens supports you throughout the whole customer process with

Defense in Depth concept

Phases

Strategy,
Policies &
Govemance

Phase 2:
Engineering/Implementation/

Phase 1: Assess/Design
Where do | stand?
Where do | want to go?

@

Maintenance

Use Case 8:

Secure commissioning
of Automation Systems

Phase 3: Operation

How can | protect my critical assets?
How do | secure my overall environment?

(=)

if my security controls are working?

~
)

How do | know

é @

Cybersecurity
Assessment

Use Case 1:

Security assessments &
consulting

Asset
Management

Use Case 22:
Network Asset Discovery &
Management

\a
Network
Segmentation

Securing IT/OT integration
perimeter-based

Use Case 6:
Secure IT/OT data

exchange

Use Case 17:

Iniine Advanced Attack
Prevention

= m
&— (@)
Access
Control
Use Case 10:

Secure communication
between Autom. Systems

Use Case 9:
User Management for
OT Environment

Use Case 15:

Secure Access Control
for machines

Use Case 18:

Secure access
management

()

o

Use Case 4:
Secure remote access

Use Case 5:
End-to-end IT/OT secu-
rity based on Zero Trust

Security
Patching

Vulnerability
Assessment

Use Case 14:

Vulnerability Detection

AN\
Risk & Vulnerability
Management

Use Case 19:

Vulnerability Discovery and

Management

Use Case 13:
Vulnerability & patch
management

™
:@

System
Hardening

&

Malware
Protection

»
»

(=)

Data Backup
& Restore

()
&)

Security Logging
& Monitoring

Use Case 11:
Secure Logging
inOT

Use Case 7:
Continuous Security
Monitoring

Use Case 2:
24/7 infrastructure
monitoring

Use Case 20:
Anomaly-based Intrusion
Detection

Use Case 21:
Attack detection

Use Case 12:

Endpoint protection

@ Identify Protect @ Detect © Defense Recover @ Training, Simulations and Awareness . Plant Security . Network Security . System Integrity

Page 17
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®

ICS Sensors &
Real Time Threat
Detection

D)

Phase 4: Optimization

6

Investigation &
Hunting

'C

Q

Threat Mitigation &
Response

Business
Continuity Plan

Disaster
Recovery Plan

Use Case 16:

Disaster Recovery

SIEMENS



The convergence of IT and OT

Including secure

handling of data
vertically for the successful
fusion of IT and OT.

OoT

SIEMENS
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Complete Cybersecurity for Industry offering

Remote access Secqre . End point
communication protection
Assessment
Asset Firewalls Whitelisting

inventory D M Z
sScan
Integrated security

In-depth domain know-how Risk in automation Patch
- - awareness AEET

and cybersecurity expertise Network
combined in a broad range Network segmentation  §OC — Security
of hardware, software, and gl UL Rbeiation

] i N ter
services for industrial
security.

SIEMENS
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Siemens multi-layered Defense in Depth concept
— SINEC Security Inspector positioning

—e Network security
System integrity

Page 20 Unrestricted | © Siemens 2025 SI E M E N S



Siemens Cybersecurity step by step approach
— SINEC Security Inspector positioning

@ @

Cybersecurity Asset
Assessment Management

@)

Vulnerability
Assessment

Page 21 Unrestricted | © Siemens 2025 SI E M E N S



SINEC Security Inspector ,in a nutshell®

Asset Vulnerability
Identification Scanner

e

jo

\

SINEC
Security
Inspector

Malware Compliance
Scans check

Page 22 Unrestricted | © Siemens 2025

)

Security Inspector

Active, on-prem security scanning
of components or networks

SIEMENS



SINEC Security Inspector
Active, on-prem security scanning of components or networks

Enterprise
network

SINEC Security

Inspector
—

External Services

Aggregation

R

Next Generation
Firewall

PCS? Server PCS7 Cllent

——
Data =emmm

Cloud
e IS >

R
S

Backbone / OT Firewall

=

v

PCS7 ES

; ii

—

=

- HIIH . HIIH

Cell-1

Page 23 Unrestricted | © Sie
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Cell-2

mens 2025

te
WAN/, )
Internet t—%‘

SINEMA Remote WSUS Active Directory

Connect Server — -

Industrial DMZ

SCALANCE ﬂ
SC-600

EII SINEC Security
S7- 1500

Inspector
IIIII—
IIEIEEE

%)

i%“m—ll

=] o a

)

Technical Solution

Rapid asset transparency and in-depth data for
Siemens OT products, like lifecycle/patch information
and advisories.

Detection of OT & IT vulnerabilities based on up-to-
date vulnerability information e.g., Siemens PSIRT
advisories as well as cryptography assessment for
transparent view on encryption levels.

Framework with well selected and proven security tools
integrated within a single web interface: Asset and
Vulnerability Discovery (OT Scanner), Vulnerability
Scan (Nessus), Port Scan (Nmap), Asset Discovery
(Hosts, Ping Scan)

Network scanning for missing security patches and
verification of hardening measures.

Predefined test templates to prepare for compliance
with international security standards like IEC 62443.

Possibility to blacklist specific devices from scans as
additional safeguard.

Two main installation scenarios: As an external service
scanning down to cell level or integrated on cell level to
scan in depth

SIEMENS



SINEC Security Inspector
Top highlights at a glance

Intuitive web-based user
interface that support the
complete workflow of securit
testing. Tailored to OT _i_

automation experts.

Result checker that allows
comparable format of the test
results independent of the
executed test tool.

Page 24 Unrestricted | © Siemens 2025

Range of predefined test cases
allows to get started easily.

Scan and test cases are
adapted to OT networks
matured with the experience of
Siemens product

CERT community.

+

Software offering is accompanied by
additional service offering that can
be ordered to customized test cases

and to interpret results.

+

SIEMENS



SINEC Security Inspector
Active, on-prem security scanning of components or networks

» Software for active scanning of components or networks (one
time) in maintenance windows

» Developed for internal system tests, already in use for internal

factories since >7 years

» No additional sensors (hardware) required

* Inspector requires software license (subscription) and optional

services

momm

Scheduled Scans
Compliance & Vulnerabilities

2

Outgoing Security
Inspection

Incoming Security
Inspection

o

One Time Scan for
Security Hardening

Page 25 Unrestricted | © Siemens 2025

Security

Inspector

SINEC
Security Inspector
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SINEC Security Software Suite — comprehensive suite of security tools to
serve security requirements of our customers.

SINEC Security Inspector

On prem toolbox for active
asset detection, acceptance
tests and compliance checks

Page 26 Unrestricted | © Siemens 2025

SINEC Security Guard
Cloud-based SaaS for
automated vulnerability
mapping & security
management for non-security
experts in OT

SINEC Security Monitor

On prem software for continuous
security monitoring incl. passive
and active asset detection,

vulnerability correlation and
intrusion detection.

SIEMENS



SINEC Security Monitor and Inspector are security software tools for different use cases
from passive continuous monitoring to active one time scanning or both.

Monitor in a nutshell

= Software for passive, non-intrusive, continuous on-prem security monitoring during production _

» Analysis of network traffic allows anomaly detection and integration into existing

Security Information and Event Management (SIEM)

= Developed and used internally by Siemens — from OT experts to OT customers

= Monitor requires hardware (server, sensor, agent), software license (subscription) and services

Asset detection /Ol Vulnerability detection E’@ Anomaly detection

= Software for active scanning of components or networks (one time) in maintenance windows

= Developed for internal system tests, already in use for internal factories since >7 years
» No additional sensors (hardware) required

» Inspector requires software license (subscription) and optional services

SINEC
Security Inspector

Page 27 Unrestricted | © Siemens 2025 SI E M E N S



How does SINEC Security Inspector align within our existing tools?

Deployment Model
Focus application
Asset detection
Range of information

Configuration weakness detection

Vulnerability detection

Vulnerability management
(Tasks & Patch)

Security Evaluation

Attack detection
(signature based)

Attack detection
(signature less)

Compliance testing

Interfaces

Page 28 Unrestricted | © Siemens 2025

On premise solution

On premise solution

Cloud-based solution

Asset and vulnerability identification

Security monitoring and intrusion detection

Vulnerability Management/ Risk-based
Security Evaluation

Active

Passive/ Active Probing

Import functionality

Vendor independent

Vendor independent

Only Siemens Assets
(Vendor independent assets later in CY2024)

00 - -
000 ® 0O 0 0
i 00
® OO 00
00 L N N J
00 .
00 -
Standard interfaces to share asset information OT SIEM functionalities with the possibility to REST-API

integrate into IT SIEM

SIEMENS




Use cases
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Automation Applications for
Data Center

Integrated Data Center Management

+ EPMS
« BMS

Data Center Applications

» Preconfigured data center for industrial plants
* Predictive maintenance

 Digital Twin

« Thermal Design

* Energy monitoring

» Understanding PCF

OEM Applications

+ Liquid cooling OEMs
« HVAC OEMs

Page 30 Unrestricted | © Siemens 2023 | Bletzacher | DI FA S GVM INF | June 2023




Integrated Data Center Management

Visualization level

Standardization WinCC OA
High }
Availdbility

Reliability

I
BT  SCALANCE

!I“ [II Redundant WinCC

OA Server

ntegrate

Operational level

SCALANCE M TETTED

Scalable

Cyber Security

L>>\ Maintainability SIMATIC S7-1500H

S Innovative e B
= T

g

Sustainability

ET 200SP

i

Page 31 Unrestricted | © Siemens 2023 | Bletzacher | DI FA S GVM INF | June 2023 SI E M E N S



Scheduled active security
check of assets

Inspection of
incoming goods

Inspection of finished

SINEC Detection of assets and
products before delivery

Security Inspector vulnerability correlation

Page 32 Unrestricted | © Siemens 2025 SI E M E N S



SINEC Security Inspector
Use case: Asset identification/detection

Task

A factory structure with different machine providers using a vast
vendor variety has been grown over years. This generates the
demand to gain transparency and system identification within the
factory environment to ensure a total cyber security approach.

Solution

SINEC Security Inspector offers a framework performing different
possibilities to identify assets. This bandwidth of usable protocols
increases the identification rate, especially for OT specific assets.

Detailed
scanning results

a

HMI Level

Benefits

* Discover multi-vendor assets of the entire network. SINEC Security

+ Asset information can be shared with external systems using Application E gﬁ}
software interfaces (REST API) or the possibility of exports in T .
standardized formats. Automation [Tl el _ ‘ .

- Possibility of soft/non-intrusive OT optimized scans, which are also PLCs o Secumyz'ae;:e"Z;i";em;z:::;‘;::e
supporting OT specific communication protocols.

Page 33 Unrestricted | © Siemens 2025 SI E M E N S



SINEC Security Inspector
Use case: Vulnerability identification

Task

A factory structure with different machine providers using a vast
vendor variety is the basis. To ensure a cybersecurity concept asset
transparency and a dedicated vulnerability management is needed.
On top of this, a centralized patch monitoring is missing as well.

Solution

SINEC Security Inspector offers a framework performing different test
cases to identify vulnerabilities. According to these found
vulnerabilities mitigation proposals are made to increase the overall
cybersecurity.

Benefits

» Discover multi-vendor vulnerabilities of the entire network.

* Vulnerability information can be shared with external systems using
software interfaces (REST API), the possibility of exports in
standardized formats or summarized vulnerability reports.

« Up to date solution proposals to mitigate discovered vulnerabilities.

Page 34 Unrestricted | © Siemens 2025

System tester,
Test automation
server

E}D -

SINEC Security
Inspector

Security tools
bl

B\

Tests

Network Computers

Machinery

Standardized
reporting
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SINEC Security Inspector
Use case: Compliance Check/Testing

Task

The factory shop floor contains machines from different suppliers. This
whole diverse machine infrastructure needs to be compliant with the
cybersecurity requirements coming from company IT, customers or public
regulations.

Solution

SINEC Security Inspector offers different tools and supports a range of
protocols for a variety of cybersecurity tests to be performed on single
products, complex machines or even a larger network environment.
Thereby SINEC Security Inspector will support the customer with the
implementation of FAT/SAT, compliance measures according to CERT
plans or their own defined cybersecurity needs as well as public and
governmental regulations.

Benefits

» Cybersecurity test scenarios adjustable to company standards.

* Implement or improve cybersecurity audits for OT with a testing tool
designed for the needs of OT.

* Proof of compliance with end customer network and device security
requirements with standardized results from the cybersecurity testing.

Page 35 Unrestricted | © Siemens 2025 SI E M E N S



Product Demo
Ul screenshots
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SINEC Security Inspector Main Page

News
 eve

Welcome to SINEC Security Inspector

Unrestricted | © Siemens 2025

System status

Toolset Updates

Optimization

...................

SINEC Security Inspector provides an
easy to use entry page to navigate to
the required Functions

Wizards

Security Tools

Test Cases
Result Checker
Test Scenarios
Task Queue and
Task History

SIEMENS




Test Cases

SIEMENS SINEC Security Inspector 678

Test Cases © I I e

LLLLLLLL

I ' - All available Test Cases are listed
o within this tab with additional
o s - information based on your personal

SIEMENS
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Security Tool Releases

SIEMENS SINEC Security Inspector 699 & admin@localhost v

Dashboard ~ Wizards ~ Security Tools ~TestCases Targets Result Checkers TestScenarios Task Queue  Task History

Security Tool Releases (2] :

Release Virtualization Technology Keep installed Actions
Generic ## Manage subscription x

generic_0.5.0-2024020611 docker

McAfee £ Manage subscription | %

mcafee_2.0.0-2024020811 docker

el In this overview there are all

nessus_10.8.3-2025011314 e ‘ £ Manual Mode ‘ 8 Uninstall | i nstal Ie d Se cu rl ty too I s Iiste d
L]
@ nessus_10.8.3-2024120014 i ‘ Manual Mode H B Uninstall |
3 nmap_7.94-2024020810 docker

Result Checker # Manage subscription x

E] resultchecker_3.1.2-2023111316 docker
SiESTA OT Scanner £ Manage subscription x
B 505_3.0.0-2024020115 docker

SIEMENS
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PDF Report

M—
. SINEC Security Inspector Report

Table of Contents ~———
Summary 2.7 '
' ¢ n ;
@ Summary 3 ! -ﬁ Slt RAEI

Findings E id

® Host 5 3 ' \\ l-' 4"
- >
l‘ ® Hosts 5 ﬁ _“A

® Network

@ Ports Su mmary

@® Miscellaneous

® Log Messages

Final verdict: PASSED

Summary by Category

Test Category Tests Findings PASSED FAILED
Host Hosts 1 1 0
Network Ports & 4 0
Miscellaneous Log Messages 2 2 0
Summary 7 7 0

Unrestricted | © Siemens 2025

PDF Report to summarize the

Inspector findings
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Activities ™ Microsoft Edge 3Jun 15:41

@ M M SINECSecurityInspector - x E§ Login
= (& © Notsecure | https://157.163.92.6

SIEMENS SINEC Security Inspector 678

Dashboard  Wizards Security Tools Test Cases Targets Result Checkers Test Scenarios Task Queue Task History

News System status

m Version: 1.19.7.1 (d325¢a6225) 2025-03-11

. Update: QY st p-to-date.
Welcome to SINEC Security Inspector peste S

Update Server: @ update.siesta.siemens.cloud is reachable
Remote Support: @ backconnect.siesta.siemens.cloud resolved to 3.126.76.235 and is

Weicome to our news post section. Here, we aim to provide you with the latest and most relevant reachable

Hon to k £ t v PIN F C t topi
information to keep you updated and informed. Our focus is on the following important topics # Active (permanently) Settings

* Security wamnings License Expiry:

* Update information
* Topics you may have to get active

¢ Nice to knows

6

HDD Usage

Thank you for choosing our product. We look forward to keeping you informed and up-to-date
Best Regards,

SINEC Security Inspector Team

0 0.00

Tasks in Queue System Load

[
Toolset Updates

Your Toolset is up to date

Optimization




Accelerate
NextGen

OBRIGADO

Contactos:
Sonia Palma Antonio Castro
sonia.palma@siemens.com antonio.ascencao_castro@siemens.com

91 010 72 99 91 038 95 89 SIEMENS
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